(ANDIANT

(CTI) 7amo mi'R |'U'TING XIan
SOC-7 naxn



DATA

TN

EXFILTRATION

?72T1 NN 7V

Mandiant naxn e
CTI-1pyurTin? NIAn  ©
CTIninnanoTm -

'VITINN 22un e
AIADDIN °
DN'2'al UNC , TEMP ,APT

Na'DN NIXIAP? KIAN - °



' ©2022 Mandiant



Mandiant

Solutions that enable every security team in the world to easily
augment and automate our intelligence and expertise into their

environment, regardless of the controls they have deployed.

Formerly a part of FireEye Inc., it was incorporated into FireEye in 2013
and separated in 2021. Multiple companiesjoined during that period,

adding technology and/or capabilities.
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Services

Advantage Platform

> Security Validation

Threat Intelligence

EX<I> Automated Defense

@ Attack Surface
Management
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Our Collection Universe

MACHINE INTELLIGENCE

* 15,000 network sensors
* 18M endpoints

* Tens of millions of
malware detonations per
hour

* 65M emails processed a
day

OPERATIONAL
INTELLIGENCE

4 Security Operation
Centers

* Human and data science
analysis

« 50B+ events investigated
per month

M ©2022 Mandiant

Mandiant - : /)

“-Intelligence -
Grid -

EXPERTISE

* 14+ years of investigative
expertise

* 26 countries with
consultants

* 400+ Red Team exercises
per year

ADVERSARY INTELLIGENCE ,

» 24+ countries

« 350+ languages

« 300+ analysts and
researchers

« 30K intelligence reports per
year

BREACH INTELLIGENCE

« 1,000+ engagements per
year

» 200K+ hours per year
responding to attacks



Mandiant Cyber Threat Intelligence Cycle

Attack Telemetry / Proliferation Profile
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Victimology / Attacker TTPs
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Adversarial Intel

Detection Technologies

g Managed Defense/IR

Adversary Context / Additional I0Cs

Adversary Context / TTPs for Hunt Missions
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Cyber Threat Intelligence (CTI)
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“Leveraging intelligence to create
a proactive cyber defense posture
while informing organizational-wide decisions
to reduce cyber risk”

12



N'YIIN X7 nwn
nTRWN
n97Tn

VTNl n7an
DoS/DDoS

M ©2022 Mandiant

OMI'N NINT? W UITN

DTN "N NV'A9 NV1IN
NN 1 Nuhan

NI 2V Mny

['D1INA NVUIAQ DIXNAX

NN'MXA N2A'NN

13



M

1210 'UXAN Ninbn

JINYTAN 2w 0NN 0220 NANN7 N2 NAXIY W MIX 1IN YIN'Y NPV 12 MDA'0-N 122 NIN 120N ,NINXUN 1Ay
:NINLN 19017 DN YNNWN? N1 ,NW1 2V D'ODIAN 12MD 'UNXIN

L4
QE napn Y11

"n o

7Y NI'NTA DU INRIAY e

I o 1 °
NN IX alvnn nianun D19 NAX

NITIN VT'N NMwn LA NIZI'ni1an e
NN NIMAMINIL?NN N?721p 1'20N,IMIMam
NNanNN NI'MTI NIL?2NNN

7Y NTAWN IN U WY e
nroIp nimwn

nMNM2vyvmTNn2ap °
(I10) nvawn 'wXA? VIO IX TINTN * |

N1 XWn 17nna 7272 -
AWNYANVUTNININ @ NIMNNNA pItn ©
<= " qQ7p" N2 wnw? Ny | |
b$ 1903 VN "nI[)'D N TN Nalp |IN'n-

©2022 Mandiant

14



1IN |'UTTINN '1071X

Executives Incident Response SOC/NOC
Boards of Directors Forensics Vulnerability/Patch
CISO/CSO Hunt Teams Management Teams
Legal Red Team / Pen Testing
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M ANDIANT ADVANTAGE

Cyber Espionage (CE)

Critical Infrastructure (CI)

Fusion (FS)

Executive Summary

+« Mandiant Threat
call INCONTROL
mart

untermeasu

TTP: Targeting E—apped Systems

Oct 31,2019 3-00 n
Executive Summary

* FireEye Threat Intelligence assesses with moderate confidence that malware-laden removable storage media, such as USB devices, remains the primary
method threat actors use to gain 255 to alr-gapped systen

* We assess with low confidence that financially motivated exploitation of alr-gapped systems is rare based on limited evidence of financially motivated
interest in air-gapped systems, particularly "cold"” cryptacurrency wallet

» FireEye Threat Intelligence suggests that removable devices are introduced to air-gapped enviranments by insiders, both witting and unwitting, or
individuals who obtain unauthorized physical access to a system, such as visit

s Although researchers have demonstrated novel methodologies to exfiltrate data from air-gapped systems, FireEye has not observed these means used in
the wi

Threat Activit

Critical Infrastructure (Cl) Fusion (F5)

Executive Summary

Threat Detail

Given the high-

2-5p0r

ize th

This inclu
threat to s
chair

< v -risk t
Computer Network Attacks
OT-Targeted Espionage: C
Cyber Physical Attacks: (

M ©2022 Mandiant
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North Korean campaign possibly targeting Israel Al

_— ——WI re Su m ma ry_ - f‘ LIODal INTellgence Frograms ¢ ilr-oouy
On the 06-07-2020 a Virus Total submitter related to the Israel Andariel Actor Tracking
This document is a decoy and its content is only a picture rela

# Edit Q Comment Assign  Logwork  Agile Board More v Start Timer  Resolve Issue  Request Info  Rejected  Start Process  Watch Reprod
Once the document is open it will preform a remote template i

v Details v
Cuteloop is a downloader that can collect system information 4
Type: M4 Task Status =3
This document is a part of a bigger North Korean campaign ta Priority: 2 Nermal Resolution: Unresolved
This entire campaign is based on decoy documents that perfo] ~ ComPonent/s: SIG-5AR
Labels: MNone

====Threat Detail====

* Delivery Method: Exploited decoy word document

Additional  Issue Stats

CAL Issue: No

v Description

Collection of Andariel (soon to be Temp.Duriel) APT activity observed by FireEye:

April 2020:
« fvare
K
March 2020:
K -

UNC Groups Associated with Andariel

UNC1892 Indicator of activity attributed to an uncategorized threat group tracked by FireEye. Created by Emiel Haeghebaert on 2020-02-04 to track cluster
of STEELDROP malware first observed in DTI.

UNC993 We suspect the threat group is based out of the Democratic People’s Republic of Korea (DPRK) UNCS93: Indicator of activity attributed to an
uncategorized threat group tracked by FireEye. Created by Vengerik on 20180209, Suspected DPRK activity using specific VBA macro decryption routine and
Office author name "Peiterpann”. Overlaps with "Andariel” activity. Basis of actor is RIFLE and ROGUEEYE to which this unc is tied to both

,., i i -000188 i
*IUNC1967 * We suspect the threat group is based out of the Democratic People's Republic of Korea (DPRK) UNC1967: Indicator of activity attributed to an tclear Power Plant(KKNPPYin India (19-00018852). In thig

uncategorized suspected North Korean-nexus threat group tracked by FireEye. Created by Fred Plan on 2020-03-12 to track LEADLIFT activity associated with
KKNPP (India nuclear plant)

e CEAD DI T SaTIPIC 1o G TTOSC O TGO T DO ToT IS ULy ot GO DULPUL TOTT IO KING and DI'OCE‘SS’FE“S[Ed commands, browser h\S[OIY

from Firefox and Google Chrome, and full filesystem listing of each drive on the machine.

» We recommend operational technology (OT) asset owners and defenders review the tactics, techniques, and procedures (TTPs) associated with the

malware to hunt for similar tradecraft and identify similar malicious traffic patterns.

M ©2022 Mandiant 19



* The actor posted a 14-second cell-phone video of someone's computer displaying alleged schematics of an industrial control system (ICS) (Figures 2 and 3).

o Itis unclear if the video is related to OpRussia2. In the post the actor wrote [Arabic translation]: "SCADA CGR-GAS systems schematics."” The video file

had the name "ariftirtana-¥+ Y+ +A¥¥-0001." The middle section of the title contains Arabic numerals for "20200822." We could not identify anything

related to “ariftirtana," although "Arif Tirtana" is associated with several Indonesian personas online.

Figure 2: Alleged schematics of a

QJFIREEYE | THREAT INTELLIGENCE

Intelligence

News Analysis

Alerts Support Admin Q

EVENT COVERAGE/IMPLICATION ﬂ

Arabic-Speaking 'Spider Team' Claims to Compromise Russian Nuclear Research
Center and Posts Alleged ICS Schematics

Aug 26, 2020

M

©2022 Mandiant

B Analyst Access Pdf

Executive Summary

20-00017147, Version: [1]

+ In August 2020, the Arabic-speaking actor "Spider Team" claimed to compromise a Russian nuclear research institute, allegedly obtaining documents they

promised to publish scon.

« The actor posted industrial control system (ICS) schematics and test data allegedly obtained from the compromise. Itis unclear if the leaked data is an

immediate threat to any particular system.

+ As hacktivists continue to bolster their reputation via this type of activity, there is an increasing risk that more valuable |CS-related information will be

leaked or that ICS assets will be directly exposed or manipulated. We suggest organizations make an inventory of where critical process and production

data reside on information technology (IT) networks, avoid storing ICS-related data in IT networks to the extent feasible, and collaborate with third-party

vendors to determine third-party risk and information exposure.

Threat Detail

RELATED REPORTS

Cyber Physical Threat Actor Spotlight:
Jerusalem Electronic Army (JEA)
See the report »

Recent OT Incidents Highlight an Increasi
Threat Posed by Low-Skilled Threat Acto
See the report »

Update: OT Systems in Israeli Water &
Wastewater Sectar Targeted Possibly by
Jerusalem Electronic Army

See the report »

Red Lion N-Tron 702-W 2.0.26 Hidden
Functionality Vulnerability
See the report »

Red Lion N-Tron 702-W 2.0.26 Cross-Site
Request Forgery Vulnerability

Qm roport s
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OODA Loop
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Diamon Model of Intrusion Analysis

N2
(alo1 nnawn) Malware
win'wa Nnivoin
TTPs
Lateral Movement
Persistence
Exfiltration
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Pyramid of Pain

TTPs Technical, Tactical, Procedures

Software, Malware, Frameworks
Tools

7V / ynxn nm Network/ Host G Traces of activity in endpoints and networks
Artifacts

. Domain, sub-domains, URI
Domain Names

""""""" IPs of activity involved, C2, endpoints

IP Addresses

HashValues = U= SHA, MD5

A
v

nN1'NT NiNa
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CYBER KILL CH.AII\I'®

Lockheed Martin’s CJbQF Kill Chain® and Intelligence Driven Defense® services
identify and prevent cyber intrusion activity. The services monitor what the

I h e Cy b e r Ki I I C h a i n adversaries must complete in order to achieve their objective.

A: ADVANCED
Targeted, Coordinated, Purposeful

4=4=<

H P : PERSISTENT
 Reconnaissance e —
T : THREAT
Person(s) with intent, opportunity, ///
. . and capability / RECONNAISSANCE
* Weaponlzatlon @ ] Harvesting email addresses,
conference information, etc
N \\
o i WEAPONIZATION ¥
Dellvery Coupling exploit with backdoor 7 ||| A
intod F\\vﬁi(.‘l).‘?r’)‘\:uh)h(l //\
« Exploitation . pELIVERY
u Dmve ng weaponized bundle to
\\ he victim via email, web, USB, etc
* Installation EXPLOITATION =]
Exploiting a vulnerability to 0 L |
execute code on victim’s //
« Command and Control (C2) / D\ . instairarion
\ j! & Installing malware on the asset
: N

Actions on ObjeCtiveS COMMAND & CONTROL (C2)

Command channel for remote e (

m ”H'pu’ﬂwm of victim
ACTIONS ON OBJECTIVES
e With ‘Hands on Keyboard' access,

intruders accomplish their original goal

M ©2022 Mandiant



The Mandiant Attack Lifecycle

Maintain

Initial Initial Establish Escalate Intermal Mowvea Complate

Mission

Fresance

Attack Lifecycle Recocnnaissance Cormpromise Foothold Privilega Heconnaissance Latarally

Persistance,

MITRE ATT&CK Initial Access, Execution, Privilege Discovery. Cradantial Accass, .
mapped against Initial Access Execution, Parsistence. Escalation, Collaction. Cnm’:ﬂm:t:ﬁ'rnnd Lateral Movemant, E’T:mg:"'
Attack Lifecycle Defensa Evasion Defense Evasion Credential Access Defensa Evasion Defensa Evasion Defense Evasion 3

Prevent

Detect

Respond
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MITRE ATT&CK

L . . Privilege Defense Credential : Lateral . Command . .
Initial Access Execution Persistence : : Discovery Collection Exfiltration
Escalation Evasion Access Movement and Control
Drive-by Compromise Scheduled Task Binary Padding Metwark Snifing AppleScript Audio Capture Commanly Used Port Automated Exfilration Data Desfruction
Exploit Public-Facing Launchct Access Token Manipulafion Account Manipulafion Account Discovery Application Deploymant Autornated Collechion Communication Through Data Compressed Diata Encrypted for Impact
Application Local Job Scheduling Bypass User Account Control Bash History Application Window Software Clipboard Data Removable Media Data Encrypted Defacement
External Remote Senvices LSASS Driver Extira Window Memory Injection Brute Force Discovery Distributed Compaonent Diata frem Information Connection Proxy Data Transfer Size Limits Dick Content Wipe
Hardware Additions Trap Process Injection Credential Dumping Browser Bookmark Ohbject Madel Repositories Custom Command and Exfiltration Over Other Disk Structure Wipe
Replication Through AppleSeript DLL Search Order Hijacking Credentials in Files Discovery Exploitation of Data from Local System Cantrol Protacol Metwork Medium Endpoint Denial of Service
Remaovable Media CMSTP Image File Execution Options Injection Credenfials in Regisiry Diomain Trust Discovery Remate Services Data from Metwark Customn Cryptographic Exfiltration Cver Command Firmware Cormupfion
Spearphishing Attachment Command-Line Inferface Plist Modificafion Exploitation for File and Directory Discovery Logon Scripis Shared Drive Protacal and Control Channel Inhibit System Recovery
Spearphishing Link Compiled HTML File \alid Accounts Credential Access Metwork Service Scanning Pass the Hash Diata from Removable Media Data Encoding Exfiltration Crver Aftermat Netwark Denial of Service
Spearphishing via Service Control Panel hems Accessibility Features BITS Jobs Farced Authenticabion Network Share Discovery Pass the Ticket Data Staged Data Obfuscation Profocol Resource Hijacking
Supply Chain Compromise Dynamic Data Exchange AppCert DLLs Clear Command History Hochking Password Palicy Discovery Remote Deskiop Protocol Email Collection Domain Fronting Exfiltration Ower Runtime Data Manipulation
Trusted Relationship Execution through AP Applnit DLLs CMSTP Input Capture Peripheral Device Discovery Remote File Copy Input Capture Domain Generaban Physical Medium Service Stop
Walid Accounts Exeeution through Application Shimming Code Signing Input Prompt Permission Groups Discovery Remate Services Man in the Browser Algorithms Scheduled Transfer Stored Data Manipulation
Module Load Dyiib Hijacking Compiled HTML File Kerbernasting Process Discovery R ion Through Screen Capture Fallback Channels Transmitted Data
Explaitation for File System Permissions Weakness Component Firmwars Keychain Query Discovery Removable Media Video Capture Multiband Communication Manipulation
Client Execution Haoking Companent Object Model LLMNF/NET-NS Poisoning | _Remote System Discovery Shared Webroot Muli-hop Proxy
Graphical User Interface Launch Daemon Hijacking and Relay Security Software Discovery SSH Hijacking Muttilayer Encryption
Installlil Mew Service Conirol Panel tems Password Filter DLL System Information Taint Shared Content Mulii-Stage Channels
Mshta Path Interception DCShadow Private Keys Discovery Third-party Software Port Knocking
PowerShell Port Monitars Deabfuscate/Decode Files Securityd Memaory System Network Windows Admin Shares Remote Accecc Tools
Regsves/Regasm Senvice Regisiry Permissions Weakness o Information Two-Factor Authentication Canfiguration Discovery Windows Remote Remote File Copy
Regswr32 Setuid and Setgid Disabling Security Tools. Ir plion System Network Management Standard Application Layer
Rundiiaz Stariup ftems DLL Side Loading Connections Discovery Pratocol
Scripting Web Shell Execution Guardrails System OwnenUser Standard Cryptographic
Service Execution |bash_profile and .bashre Exploitation for Expiaitation for Discovery Protacol
Signed Binary Account Manipulation Privilege Escalation Defense Evasion System Service Discovery Standard Mon-Application
Proxy Execution Aufhentication Package SID-History Injection File Deletion Systern Time Discovery Layer Protocal
Signed Seript BITS Jaobs Sudo File Parmissions Virtualizafion/Sandboo: Uncommeanly Used Port
Froxy Execution Bootkit Sudo Caching Modification Evasion Web Service
Source Browser Extensions File System Logical Offsets
Space after Fik Change Defauit Gatekeeper Bypass
Third-party Software File Association Group Policy Modification
Trusted Developer Liilities Companent Firmware Hidden Files and Directonies
User Execution Component Object Hidden Users
Windows M. rment Model Hijacking Hidden Window
Instrumentation Create Account HISTCONTROL
Windows Remote External Remate Services Indicator Blocking
Management Hidden Files and Directories Indicator Remaval
¥SL Script Processing Hypervisor from Tools

Tactics(Technical Goals)> Techniques > Sub-Techniques

M

©2022 Mandiant
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Key Takeaways
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Intelligence Cycle
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Intelligence Creation Process

Malicious
Infrastructure

Attack

Clraee Dark Web

: Managed ;

: Incident . Research Strategic

Security Tech Detection T :
- Response & Response Specialists Partnerships

Reverse Technical Research

Engineering Operations Systems

Analysis
Automation

Detection
Development

Customer-
Designated

Analysts

INTELLIGENCE DISTRIBUTION

M ©2022 Mandiant
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iG] Bar Ilan university of Israel Data For sale
é 2 Black Shadow by DarKrypt - 4 hours ago

. Pinned Message
: ‘

If you do not contact us, it will be
more @

0000

» / Personal information and documents ,
7 Scientific article,

Black Shadow pinned a photo Factors,
Laboratories documents ,
Unread Messages PHD proposals and articles,
Classification research,
Black Shadow [ MEMBER Covid-19 Researches,

Medical Sciences articles ,

ﬁ
We have more data now ! 2
Students and professors Names and Emails K

9k users of : S“”"AFF

https://dan.co.il & Aug 2021

120k users of :
https://pegasusisrael.co.il §

17k users of : DragonForce Malaysia
https://doctorticket.com

. #OPSBEDIL3.0 @ INDONESIA SECURITY DOWN

just 1% (1000) of database of : - Stop the war or we'll takedown all your Government sites?

https://www.atraf.co.il/ & : 7 SITE GOVERNMENT ISRAEL TAKEDOWN OLEH ISD TEAM
30/8/2021 . htto O/
12:00 Am

1318 y i/ htto
®: 192.118.30.136 HTTPS./ /cELLcOM.COS http gov N

download all from here : > IETH0I81T | sona ' 425 [ Rrwe/ /vocncons http

w:31.154.7.247 = HTTPS./ /WWW.MIZRAHFTEFAHOT.CO.IL/ nu P

@blackshadowdata

GREETINGS THE GOVERNMENT OF ISRAEL. WE ARE DRAGONFORCEMALAYSIA http

Thread "*#OPSBEDIL 3.0 DDOS ATTACK LAUNCH I' ntp 1.0rg O M
MUTE https://dragonforce.io/threads/opsbedil-3-0-ddos-attack-launch
6272/ © 9667 11:42PM

M Darknet / Hacking
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Malicious

ORGANIZATION
Hot—Net Internet Services

Not Spoofable [7]

Observed Activity

Shows the ports & prot
the paths that this
the

Ports Scanned [ 7]

PORT

445
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ACTOR
Unknown

IP scanned,

In addit

M
28210683

Tel Aviv

Windows T7,/8

dynamic-TT—137-188-134 _hotnet _n

et.il

Tags [7]

Eternalblue

« CVE-Z201T7T-8144

4+ SMEv1 Crawler
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hi

we have prepared a list of email addresses and passwords you need in the form of a document.
please check them, then, in coordination with the it department, change their password.

also, strictly refrain from publishing this document with unrelated units.

noted: to display the content of the document, select the enable content option

download this list via the onedrive address below:
https://1drv.ms/u/s!larbk8mlwrx7bbqtksf468tmidew

password for extract: gov2021

thanks
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THREAT RESEARCH

UN0215 Spotlight on a Chinese

= Campaign in Israel

UNC215 leveraged trusted third parties in a 2019 operation targeting an Israeli government
network. As illustrated in Figure 2, the operators were able to access their primary target via
RDP connections from a trusted third party using stolen credentials and used this access to
deploy and remotely execute FOCUSFJORD on their primary target.

Exploiting Trust Relationships

S. THREAT INTEL TEAM

RIZED GROUPS (UNC GROUPS)

mpromise tradecraft and operational tactics, techniques, and

FOCUSFJORD C&C
34 65151250 pionage group we track as UNC215. While UNC215's targets

East, Europe, Asia, and North America, this report focuses on
ed at Israeli entities.

the July 19, 2021, announcements by governments in North
ragovernmental organizations, such as the North Atlantic

PR e European Union, condemning widespread cyber espionage
FOCUSFJORD P 1ng P DEr SHAEREL
communication pe Government. These coordinated statements attributing
protocol ies to the Chinese Government corroborate our long-standing
T e . ; . .
targeting of private companies, governments, and various
hd this blog post shows yet another region where Chinese
1. Manual

FOCUSFJORD deployment via RDP

/\

2. Send Initial data

Network B
FOCUSFJORD

Network A
FOCUSFJORD

3. Relay commands

4. Send results

s« ANDIANT

Figure 2: Two FOCUSFJORD samples configured to proxy C2 traffic
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How We Lookata CTl Framework

CYBER
THREAT PROFILE

Geography,
Industry, Sector,
High-value
Targets

Environmental,
Business and
Operational
Knowledge

Threats,
Vulnerabilities
and Exposure

M ©2022 Mandiant

ESSENTIAL ELEMENTS

= ®

STAKEHOLDER
ANALYSIS

Business Area, Key
People, Data and
Assets

Desired
Intelligence

Consumption
Needs

CTl Use Cases
Mapped to Service
Catalog

INTELLIGENCE
REQUIREMENTS

Criteria,
Categorization and
Prioritization

Sources and
Methods

Intent and
Expected Actions

Alignment and Intel
Gap Analysis

CORE PRACTICES

ZIO\, CTILIFECYCLE MANAGEMENT

Collections and Processing
Analyst Tradecraft/Expertise
Analytic Framework

Production Standards

p Q TECHNOLOGY INTEGRATION

@]d » Threat Intelligence Platform (TIP)

* APland SIEM Integration
» Source Management

» Supporting Analytic Toolsets

INTELLIGENCE-LED CAPABILITY EVOLUTION

REALIZED CAPABILITIES

BUSINESS & CYBER
OPERATIONS

Cyber Strategy Support
Cyber Risk Collaboration

Analytic/Tactical Support
to Cyber Defense Teams (SOC, IR,
Hunt, Vuln Mgmt...)

Community of Interest Sharing
Threat Trending and Forecasting
Proactive Threat Detection

Repeatable and Effective Threat
Communications
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Potential Workflows

Customized Intelligence

Executive Briefings

Intelligence Enrichment

Raw Data

Quick RFI Responses

Custom Analyst Exchanges

» Rapid Delivery of New and Developing
Threat Intelligence

» Operational Collaboration
* Intelligence Fusion

Methodology Advisor

Access to Subject Matter Experts

Data Queries

Operational Risk Advisor

Access to Data from Beyond
the Perimeter of the
Customer Organization

 Ability to Task Global Team
of Researchers

* Products can Remainin
Secure Environment

* Malware Sample Sharing
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Intel Analysis Teams '

Global Research & Collection,
including Dark Web, outreach
Malware and TTPs from
Mandiant Engagements and
Managed Defense

Mandiant Technology Sensors
(DTI)

FLARE malware analysis

Intelligence Sources

©2022 Mandiant

» Responding to
Customer Events and

Intelligence Requirements

- Crafting and Delivering
Intelligence Reports tailored to

the customer’s needs

« Proactive Hunting /
awareness through Mandiant
Repositories, Dark Web
Intelligence, and Sensor

Collection

« DirectingIntelligence

Collection & Research for

Mandiant Analyst

4 N

- FIP/ Advantage reports

« Tailored Reports - Support from
SMEs

Custom Threat Intelligence
Reports

Annual Threat Briefing

Operational Support during
incidents

Hunting support, leveraging
MITRE ATT&CK mappings and
Playbooks

« Samples, I0Cs and hunting rules

(~FP)

Customer Benefit |

Customer

\ ~
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Tracking Threats
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A Dynamic Threat Landscape

Timely Intelligence More Important than Ever

Newly Tracked Newly Tracked
Threat Groups Malware Families

Newly Tracked
and Observed
Threat Groups

Newly Tracked
and Observed
Malware Families

Observed
Threat Groups

Observed
Malware Families
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Mandiant Threat Group Terminology

® °0
@ °.
o
I0C’s
o

Activity Cluster



Understanding Intel Vendor Naming

|0C's/activity
vendor A say
is APTX

APT28 # Tsar group # Empire # Fancy Bear

|0C’s both vendors agree on being APTX

O
\ o ® O
0@ °,
, O
o I0C's

Vendor A

diant

I0C's

/|

Vendor B

|0C's/activity
vendor B say

is APTX
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Mandiants way of keeping track

T % U
l\g_@ UNCT = I%L"=ﬁ :@
| (A SR /'\@) | TEMP
‘~ Pt o
@y UNC2 X< . & -
Uncategorized Temporary
= Cluster of Threat Activity = Placeholder for

Campaign or Group
» Promoted UNC's

M ©2022 Mandiant

LA APT
929 FIN

Attributed

= Promoted UNC's
= Promoted TEMP/TEAM
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Mandiant Threat Groups

APT1
China

APT2
China

APT3
China

APT4
China

APTS
China

APT6
China

APT7
China

APT8
China

APT9
China

APT10
China

APT12
China

APT14
China

APT15
China

APT16
China

APT17
China

APT18
China

APT19
China

APT20
China

APT21
China

APT22
China

APT23
China

APT24
China

APT25 APT36
China Pakistan
APT26 APT37
China North Korea
APT27 APT38
China North Korea
APT28 APT39
Russia [ran
APT29 APT40
Russia China
APT30 APT41
China China
APT31

China

APT32

Vietnam

APT33

Iran

APT34

[ran

APT35

[ran

338
China

Conference Crew
China

Conimes Team
China

CyberBerkut
Russia

Fallout Team
South Korea

FIN1
Financial Threat

FIN2
Financial Threat

FIN3
Financial Threat

FIN4
Financial Threat

FINS
Financial Threat

FIN6
Financial Threat

Iran - UNC788, UNC2428, UNC2448, UNC1530, UNC3371

China

M

- UNC215
Russia - UNC2589

©2021 Mandiant

FIN7
Financial Threat

FIN8
Financial Threat

FINS
Financial Threat

FIN10
Financial Threat

FINTI
Financial Threat

FIN12
Financial Threat

Hangover Team
India

Havildar Team
Pakistan

Koala Team
Russia

Naikon Team
China

Roaming Tiger
China

Sandworm Team
Russia

Termite Team
China

Tonto Team
China

Turla Team
Russia

The DarkOverlord
Financial Threat

TEMP.Ace
India

TEMP.Armageddon
Russia

TEMP.Avengers
China

TEMP.Barhopper
China

TEMP.Beanie
[ran

TEMP.Beebus
China

TEMP.Bengal
India

TEMP.Demon
Financial Threat

TEMP.DragonOK
China

TEMP.Hermit
North Korea

TEMP.Hex
China

DPRK - Andariel (UNCB14), UNC1130

TEMP.Hyena
Lebanon

TEMP.Isotope
Russia

TEMP.Jafar
Iran

TEMP.Katar
India

TEMP.Lice
Iran

TEMP.MetaStrike

Financial Threat

TEMP.Omega
Iran

TEMP.Overboard
China

TEMP.Peekaboo
China

TEMP.Scimitar
Possible Egyptian

Hamas Sympathizers

MANDIANT

TEMP.Shadow
Financial Threat

TEMP.Splinter
Financial Threat

TEMP.Tick
China

TEMP.Toucan
China

TEMP.Traveler
Financial Threat

TEMP.Trident
China

UNC757
Iran

TEMP.Veles
Russia

TEMP.Zagros
Iran
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POTENTIAL THREATS TO ISRAEL

~\ — ——y — Ayt e e e ks E .
\) —lRceYce THREAT INTELLIGENCE [ IRAN ‘ CHINA FINANCIALLY || INFORMATION | COMMON
MOTIVATED OPERATIONS VULNERABILITIES
> AND EXPOSURES
: g_oo Distinguished (CVES)
Country Profile: Israel (2020) ' impersonator || )
. "2 Lib('vty Fromt CVE-2019-11510
. une7s? ‘ v Press Natwork CVE-2018-13379
Strategic (ST) | TEMP.Matastrike | ~ | CVE-2020-0688
Rgma el CYBER ‘ -
October 08, 2020 02:24:00 PM, 20-00019709, Version: 1 Targeted Industries [ PALESTINIAN || PHYSICAL
A Government-National i Jensaiem
Executive Summary Molerats Team AE':C"'?:E\
* Mandiant Threat Intelligence assesses with high confidence that cyber espionage @ High Technology - —
operations pose a high-frequency and high-intensity threat to organizations and *)- Aerospace and Defense
individuals in Israel, particularly those associated with government, high technology,
and defense. Iranian, Palestinian, Chinese, and Morth Korean groups have targeted R Banks
Israel. & Financial Services
* We assess with high confidence that financially motivated cyber crime represents a
moderate-frequency and intensity threat to Israel and will continue to affect the -~ Insurance
nation for the foreseeable future. N, Media and Entertainment

* We assess with moderate confidence that foreign information operations represent a

Telecommunications

growing and high-frequency and intensity threat to Israel, both from campaigns A
attempting to manipulate domestic opinion and internationally targeted campaigns Healthcare
attempting to foster anti-Israel sentiments.

Retail

« |srael is a commeon target for hacktivist campaigns, particularly those with pro-
Palestine, pro-l1slam, and anti-lIsrael motivations, and such campaigns present a
moderate-freqguency but low-intensity threat. We expect hacktivist targeting of Israel
to continue for the foreseeable future, particularly in response to triggering events,
such as instances of conflict between Israeli forces and Palestinians.

Construction and Englineering

Critical Infrastructure

Ubilities

Education

20D E %

Q Business Services

EANDIANT
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YOUR CYBERSECURITY ADVANTAGE

Thank You

German Simkin
0547906908
german.simkin@mandiant.com
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