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Executive Summary

e On Aug. 16, 2022, the English-speaking actor "Voltage" from "Team OneFist" claimed to have
successfully compromised operational technology (OT) assets of a Russian paper mill in an attempt to
cause physical impacts.

e While Mandiant cannot fully corroborate the actor's claims, it is plausible the actor accessed internet-
accessible human-machine interfaces (HMI) of a Russian paper mill and an OpenSCADA instance.

e While we doubt the actor was able to significantly impact the control processes, the incident highlights
how low-sophistication threat actors can gain access to publicly accessible assets supporting OT. OT
asset owners can mitigate this activity by hardening externally facing assets.

Threat Detail

On Aug. 16, 2022, the English-speaking actor "Voltage" from "Team OneFist" (aka "TeamOneFist") claimed to
have successfully attacked operational technology (OT) assets of Kupros paper mill in Novosibirsk, Russia, in
an attempted to cause physical impact. The actor posted the claim along with screenshots and a video on
their social media. Team OneFist is a pro-Ukraine hacktivist group that appears affiliated with other
hacktivist collectives targeting Russia, including "Anonymous."

e The actor dubbed the attack Operation Papyrus and stated that it was conducted in support of
Ukraine during the Russia/Ukraine conflict.

e \oltage claimed to have gained root access to the mill's OT network. With that access, they reportedly
locked legitimate users out of the system and altered PLC instructions in order to cause a physical
impact. We doubt the actor was successful in altering PLC instructions as they did not share evidence
of accessing a PLC and they have not previously shown the capability required to accomplish such an
attack.

e The actor shared two screenshots and a short video showing what appears to be a human machine
interface (HMI) for a paper mill (Figures 1-2).

o The HMIs show the name and logo for another Russian paper company named 6k6¢ (translated
to BKBF in English), which is in Borovichi, Russia. It is unclear why the threat actor listed a
different victim in their social media posts.

o We are unaware of how the actor obtained the screenshots and video recording. However, it is
possible that they used online discovery tools, such as Shodan or Censys, to find assets
accessible to the internet to gain access to the victim network. This is a tactic we have seen other
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hacktivists and cyber criminals leverage in targeting OT assets (22-00013224, 21-00011999, 20-
00001205).
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Figure 1: Screenshot of an HMI associated with the BKBF paper factory
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Figure 2: Screenshot of an HMI associated with the BKBF paper factory
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e The actor also shared screenshots showing OpenSCADA use and station interface (Figures 3-4). It is
unclear if this system is related to either the BKBF or Kupros paper mills.
o OpenSCADA is an open supervisory control and data acquisition (SCADA) and HMI system and is
used in the manufacturing sector.
o Two IPs can be seen in the screenshots.
m 68[.]49[.155[.187 is a U.S.-based IP associated with Comcast. It is possible that the actor
used this IP as an exit point in accessing their target.
m 78[.]36[.]1140[.]20 is a Russia-based IP and leads to a login page for a networking device
manufactured by Eltex, a Russian manufacturer for communication devices.

OpenSCADA. Cucremnbiii Kondurypatop (WEB)

Q E | G @ O | (7] OpenSCADA cmanyun: "Team OneFist"

s st fio recover the password witheut a full re=install. We

CHeTeMHbLIA (0IL30BATENb: bdm
e e re=branded the lel
o perths server so the Ores would see our
OcHoBHo# HaGOP NPOLECCOPOR: [(0:1:2:3:4:5)
e = = loge and name en the contrel sereen o trell them
BuyTpenmss KopponKa: UTF-8
Kongpurypaimonsni daii: Joscadaxml
Psimoroper Il pemcads while launehing the mill pregrams autometically:
Tupextopus Moy eit: fusrflib/openscada
JIMPEKTOPHA HKOHOK: Jicons
PaGouas BI; [SQLite.GenDB -]
CoxpaniTs POrpariy NPH BHIXOE: )
it o B Mu eacneRyEaIW Bebs s | SpocunM HEMEsINBUM
Sanik: [
BasoBhil A3LIK TEKCTORLIX MEPEMeNHbix: | |
BinHeENEHI NApens Gee neaHel nepelHeTanmuil. My

| Nipressms |

el

HalmeHLI ypoBeHs: Koumwaeck () )

e NOreTUn | HAsEY Ha ekpaH] KePYBaHHS, WOE TRONUTY
Ha craspaprasii umGok (stde:
B ¢ nin Yae aETOMATUNHERS SAMYEKY NPOrRaM MAKHE.

Npimesre

Figure 3: An OpenSCADA station interface
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Figure 4. An OpenSCADA station interface

Voltage and Team OneFist Likely to Continue Targeting Internet-Accessible OT in Russia
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While Mandiant cannot fully corroborate the actor's claims, it is plausible that the actor gained access to
internet-accessible OT devices. We previously reported on Voltage and Team OneFist targeting these types
of assets in Russia, and we expect these actors to continuing conducting this type of activity.

e InJune 2022, the actor claimed to have successfully attacked and disabled a cellular network router
allegedly supporting a rail system in Russia (22-00015784). The threat likely exploited a known
vulnerability in the system to gain filesystem access and then executed native file deletion commands
in the command line interface to impact the device.

Outlook

While the actor was unlikely able to significantly impact the control process, the incident highlights how low-
sophistication threat actors could gain access to publicly accessible assets that could support OT. We expect
these hacktivists to continue targeting internet-accessible OT in Russia and globally. Asset owners should
harden externally facing assets, including network devices. Hardening should include vulnerability patching,
implementing multi-factor authentication, and account hardening (e.g., change default credentials).
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