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Events Vs Flows

EPS (Event Per Second) no>ayn
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Events Vs Flows

Events

Login failures

Unusual successful logins Connections to suspicious IPs
New processes/services New open ports/services

File creation/deletion Large file transfers

Access to critical files Port scans
Resource-intensive processes
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Determining the EPS without access to logs or the system:
# From my previous experience, a good approximation of EPS is:

Device Type EPS
Active Directory 15
IIS or Exchange 10
General Windows Server 2
General Windows Workstation 0.5
UNI/Linuy Server 0.5
DMS or DHCP 15
Antivirus Server 20
Database 1
Proxy 25
Core/Border Firewall 150
Small Firewall 20
IPS. IDS or DAM 5
VPN 5
Routers/Switches 0,25

Calculating the EPS of the whole environment:
# Multiply the number of each device by the estimated EPS
# Sum the EPS of all kind of devices and you will have the EPS of your whole environment
- Exampile
3 Core Roulers + 2 PS5 - 3x 150 * 2x £ - 460 EFS
‘ | #Remember to always consider at least 20% margin for buying your license.
B X701 13700 VN

(Event Per Second) EPS NJun

-1 7'nNnY7 y7nin ,yaxx 7705
N2m ndmn 217571 20,000 EPS
nino? 30% Yw n'wav n7'ma
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1wnn - (Event Per Second) EPS N2vn

Log Source Type Quantity Estimated EPS Total
Internal Windows Servers 74 0.7 52
External Windows Servers 6 2 12
Database Log Sources 5 3 15
Core Firewalls 2 150 300
Border Firewalls 2 130 260
Internal Linux Servers 24 0.5 12
Proxy 1 25 25
EPS TOTAL: 20,000 -2 7'nnin%? Ymm ,yaxx 7730 676
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1wnn - (Event Per Second) EPS N2vn

VIN'S NN D17 D'RP'ON ,MIYPN ANN IX N72V90 Ndwn NnaiT ,(Log Providers) naai'zn nnipn D XTi? ymm v
(n7vni Syslog Severity Level 5 nnaiT) nniaa

N72 2y 701 R Janon? X7, nim ' X771 nntw' SIEM-n 1hwn'? RAW Logs-n 7D N avn? ymm v

NIANN "XINN NI'S'XS0 Nniyann
Severity Level

0 Emergencies System unusable

1 Alerts Immediate action needed

2 Critical Critical conditions

3 Errors Error conditions

4 Warnings Warning conditions

5 Notifications Normal but significant conditions
6 Informational Informational messages only

7 Debugging Debugging messages

T

Bl ;570 73m00 wn

Source:Implementing Cisco Networking Solutions, Harpreet Singh, Packt Publishing, September, 2017
https://www.oreilly.com/library/view/implementing-cisco-networking/9781787121782/683el1bb5-ce1b-470c-9411-
ealal70cc2le.xhtml/system/message/quide/sysmsgd/config.html



https://www.cisco.com/c/en/us/td/docs/app_ntwk_services/data_center_app_services/ace_appliances/vA1_7_/configuration/system/message/guide/sysmsgd/config.html
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(Flows Per Second) FPS N21un

nin9? 30% 7w n'wav n%'122 Nnam nomn 21971 1,200 FPS -a 'nnin%? y7nin ,yaxx 7705

Mon-Peak Time Measurement | Peak Time (Extrapolated)

Traffic (Gb/s) 5.5Gb/s 9.5 Gb/s

Flows per second (FPS) | 1,100 FPS 1,900 FPS

'f :‘ ‘ : '])('“]j'l 212710 SIEM 7vn w21 - 0'NIn NINpy 10

1 - flows per second
NIN7 1170 1WN Source: https:/kb.kentik.com/Fcmth.06



https://kb.kentik.com/Fc06.htm
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NnYNd NNY' D'wnnwn Ni'wea n'mnix 1Nt - UEBA (User & Entity Behavior Analysis) v
(NI D'wnnwn NiIANY) (12RN NYI2 1210 0017 [12'0 A Tn nvajp — Risk Scoring v

IWNLIN X7 TWUK NNVAX ATV (ANWRN YTV InarT) niwin 1nt — Vulnerability Management v/
1axa anni (Machine Learnning) pmn 91X T IX N1MI9 n'pn 7101 — Incident Investigation v

IP, Hash, nia1%) 10Cs 7m nnTpnn a7 ow'? 7avo 'vrrm Jintn — CTI (Cyber Threat Investigation) v/
(URL, File Name

1019 Kill Chain n1a - MITRE ATT&CK-a no'mn v
2Tam Playbook 97 nraropx nanan ni7ior — (Security Orchestration, Automation and Response) SOAR v/
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UBA Risk Score

Risk Decay

Offense
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Suspicious Privilege Database 554 Data
Wehsite Escalation Dump Transfer
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| - Vulnerability Management

Define Scope

Remediate Configure Scans

Run Scans

Analyze/Prioritize
Results
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Il - Vulnerability Management

Patch Scan
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Il - Vulnerability Management

Unauthenticated Scans

“Black Box Testing”

Scan the server from an
external point of view

Identify and assess
externally-available services

Depending on the policy,
may miss open services

' ‘ = JNW 10

Authenticated Scans

“White Box Testing”

Use system credentials to scan
from an internal point of view.

Check installed products
anhd software versions

Detect internal and external
vulnerabilities

Provides more accurate results

Faster scans
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Deployment day: 5x QRadar Components
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