 SOC/NOC analyst / Penetration tester
Nadav Biton
054-9318480    |    Nadavbiton178@gmail.com    |    Linkedin    |    Petah Tikva
Summary
· Looking for a SOC/NOC analyst / Penetration tester position.
· Good programming knowledge in Bash and Python.
· Strong understanding of Linux and Windows operating systems.
· Familiarity with SIEM technology and OWASP testing methodology.
· Familiarity with network technologies including TCP/IP, IDS/IPS, Firewalls, LAN/WAN, routing, and switching.
· Basic understanding of the lifecycle of advanced security threats, attack vectors, and methods of exploitation.
· Strong technical understanding of network fundamentals, common internet protocols, and system and security controls.
· Graduated from Cyber Security Course at ECOM School including 360 hours of hands-on training.
· English - Full Professional Proficiency.
Education
2022 - 2023    Cyber Security Course, ECOM School 
· Learning all of the fundamentals including 360 hours of hands-on training - TryHackMe, HackTheBox, PortSwigger, CTF Challenges.
· Deep understanding of network data traffic, OSI model, and communication protocols such as DHCP, TCP/UDP, ARP, ICMP, DNS, HTTP/S, etc’.
· Deep understanding of Linux OS (files, network, users & groups, permissions, security, services, system operation, and maintenance, troubleshooting).
· Familiarity with Windows/Linux systems, building a network by connecting Windows machines to a Windows server, defining users, and defining Active Directory permissions.
· Programming knowledge in Bash and Python.
· Wireshark - extracting content from network traffic and analyzing data packets.
· Cyber Infrastructure - working with Metasploit, Nmap port scanning, using scripts with Msfvenom to find security flaws, cracking passwords and getting bind/reverse shell.
· Knowledge and practice of phishing attacks through reverse social engineering using tools like EvilURL, SEToolkit, Hidden Eye and even launching a campaign on Gophish.
· Practice with Burpsuite according to the OWASP top 10 weaknesses on vulnerable sites, and practice different types of attacks such as XSS, CSRF, XXE, SQL injections.
· Familiarity with firewall security systems such as Pfsense. 
2013 - 2016     Computer Science - Golda High School
Learning JAVA language through the BlueJ platform and also working with most Microsoft Office applications - Word, Excel, PowerPoint.
Experience
2020 - Present   Deputy Manager, Paz Oil Company
· Dealing with customers on a daily basis, managing a team of almost 30 workers and shift managers.
· Multitasking and cooperation are key attributes in this field.
· Managed to grow the gross revenue by up to 30%.
Projects
2023    Python Chat Room
· Building both server and client-side while allowing the possibility of both LAN and WLAN clients.
· Using multithreading in order to allow up to 100 clients to log in to the chat simultaneously.
· Maintaining identification and limiting the access of each client by requesting a username and password.
· Developed with: Python
2023    CTF Project 
· Implementing real-world cyber thinking all along the cyber kill chain.
· Self-learning and understanding of new techniques/concepts in order to move forward.
· Trial and error of many different cyber tools and attacks.
Military Service
2016 - 2019    PA for Lieutenant Colonel, IDF
· Professional and administrative assistance to the Lieutenant in his areas of activity.
· Prioritizing tasks and setting priorities, derived from the Lieutenant's decisions and monitoring their execution.
· Representation of the Lieutenant in internal and external forums.
· Also helped the C4I corps (Tikshuv) with overall tasks and problems.
Skills
· Network and Security Tools: Cisco Packet Tracer, VirtualBox, Kali Linux, Nmap, Wireshark, Httrack, HiddenEye, SEToolkit, Ngrok, Metasploit, Dir/Gobuster, Netcat, LinPEAS, Ettercap, Httprobe, Sublist3r, AssetFinder, EvilURL, Burp Suite.
· Programming and Scripting: Bash, Python, C.
· Cryptography and Security Concepts: Hashing & Encoding, Attack Kill Chain, Windows Domain Environment, Kerberos, Owasp Top 10, SQL Injections, XXE Injections, XSS Injections, LFI/RFI to RCE, CSRF.
· Password Cracking: John the Ripper, Hashcat, THC Hydra, crunch, cupp.
Languages
Hebrew - Native speaker    |    English - Full Professional proficiency
